Password Reset PRO for Active Directory
A New Intelligent Approach to User Account Self Service Management:

Password Reset PRO takes a new intelligent approach to Windows user account self-service, much different than any similar products on the market. Password Reset PRO uses image-based identity profile technology similar to banking websites, which allows a user to very easily establish a secure easy-to-remember portal login Identity. There are no long and tedious “question / answer” pairs to set up (which users tend to forget anyway) and Identity enrollment is extremely quick / easy. This new “Identity” allows a user to easily log in to the web portal and self-service account lockouts or expired passwords. It also allows an admin to issue a new user a temporary domain password (must change password on next login), and the new user can use the web portal to assign themselves a permanent password. The web portal was designed to be very easy to use for even the most “non tech” user and every step of their activity in the portal is guided by “wizards”. In addition, no modifications to your Active Directory schema and no custom client GINAs are required by our software. Password Reset PRO is a true easy-to-deploy solution that can be up in running literally in minutes.
Easy to Deploy:

Password Reset PRO’s architecture is designed in two pieces. A public-facing .NET / AJAX web-based portal which accommodates remote access by the domain user, and an internal-facing secured service application which handles communication with Active Directory. Password Reset PRO can be deployed on a single server (Single-Tier Architecture) for use in smaller environments, or deployed on two separate servers (Two-Tier Architecture) for enhanced perimeter security and scalability in large environments. No SQL database is required, and admin of the web portal is the same as any standard ASP.NET website running on IIS.
External Web Portal: The web portal is friendly, simple to use and wizard driven, runs on IIS6 / IIS7 using ASP.NET AJAX technology and is designed to be published externally on a DMZ non-domain Windows server. The web portal is extremely secure, does not persist any sensitive user data and has been tested for PCI external scan compliance.
Internal System Service: An internal application service is installed on a secured Windows domain member server inside the LAN, preferably in the same subnet or SITE container as your primary DCs. This service handles user requests from the external web portal via an RSA and Blowfish encrypted channel. Any port may be specified for secure communication between the external web portal server and interior system service server, making it very firewall-friendly.

Two-Tier Architecture Installation: Install the external web portal directly on a non-domain Windows DMZ server running IIS6/7. Install the internal service application on a Windows domain member server that is in the same domain as your user accounts and in the same subnet or SITE as your primary DCs. Configure the web portal server and the internal service application server to connect to each other on a port of your choice.

Allow internet web portal access via SSL 443 (recommended) or HTTP 80 with a friendly URL of your choice (Example - https://portal.yourdomain.com)
Single-Tier Architecture Installation: For simplicity in smaller environments where physical server hardware may be at a premium, the web portal and internal service application can be deployed on the same domain member server. You can choose to allow external public SSL (recommended) or HTTP traffic to the web portal, or the system can remain firewalled for internal use only.

Change-Control Friendly:

Password Reset PRO is designed to be change-control friendly. No modifications to your AD schema are required to run Password Reset PRO. No custom msgina.dll’s are required to be deployed to client computers. Mixed Novell / Mac / Linux / 2000 environment?  No problem! As long as AD is used as the primary user account login and authentication method, Password Reset PRO will work fine with all client browsers and OS’s. Multiple forests and parent/child forest architectures are supported.
Easy to Use:

Via the Password Reset PRO web portal a user can self-service change an expiring password, reset an expired password, unlock a locked account, change an issued temporary password into a permanent password, and contact designated IT staff for assistance. 
The web portal works similarly to current banking websites. A first-time user logs on to the web portal with their current active NT username and NT password, and then creates an "Identity" that the system will recognize as their new login upon next visit to the web portal. This "Identity" is created by selecting a memorable image from a pool of images and then typing a friendly word or name for the image. This newer method of Identity security is very easy for the user to remember and provides a very good level of access security.
When the user returns to the web portal in the future, they simply enter their domain account name in the web portal entry page. The web portal looks up their domain account status in AD. If the user’s domain account is allowed to access the domain, the web portal then prompts the user for their portal Identity login image + matching word. Once Identity login is successful, the web portal guides the user to available self-service options and shows the status of the user’s domain account / password (account locked, password expired, password is expiring soon). 

This style of “guided” web portal system takes the burden of technology off of the user and allows them to quickly focus on the task at hand. As a matter of fact, the web portal is so easy to use no instructions for the end user are needed!

Easy to Admin:

Full activity auditing and automated daily reporting is provided by the system which shows web portal user events for the day (unlocks, resets, changes etc). 

Real-time email alerts are provided by the system for AD account lock-out events and portal user error events, helping the administrator to head-off user account issues before they escalate.

A built-in reporting wizard shows which users have not yet established an identity on the system and provides their name / email address, so they may be contacted and encouraged to enroll.

Easy to Adapt:

The external portal can be customized to your particular environment. You have the option to insert your own banner / logo at the top of the portal, footer text at the bottom of the portal, and browser title text. This “branding” remains on all portal pages, reassuring the user that they are logged on to a system that has been deployed and sanctioned for use by the organization. Administrative messages which appear in several areas of the portal can also be customized to your particular needs.

Easy to Buy:

Pricing for Password Reset PRO will be very modest, and all current Password Reminder PRO customers who actively have a current annual maintenance agreement will be entitled to special pricing once RTM of Password Reset PRO is available. Our licensing model is “per-password-expiring-user” and “per-domain”; disabled and non-password-expiring user accounts do not require a license.

Closing Summary:

Password Reset PRO is designed to be a stand-alone “access from anywhere” user account self-service product for Active Directory, and will compliment use of Password Reminder PRO for notification to users of expiring passwords and allowing the administrator to easily maintain a clean / secure active directory. Our products offer you a complete, well thought out proactive solution designed to eliminate common daily “fires” associated with managing and enforcing a change-password policy.

With deployment of both Password Reset PRO and Password Reminder PRO within your domain environment, IT support overhead relating to expired passwords and locked accounts should drop to virtually 0.

Examples of Using the Web Portal:

A user can access the account management web portal from anywhere – Another user’s computer, a coffee shop, library, personal laptop at home, etc.  They would type “https://portal.yourdomain.com” from outside and probably “https://portal” from inside the LAN depending on how your DNS is set up to resolve the portal web page IP.

Case 1: User has an Identity on the Web Portal:

A returning Password Reset PRO web portal user types in their NT domain account name on the portal entry page and hits “GO”. They are prompted to log in to the portal by selecting their Identity Image and typing the matching Memorable Word for their selected image. These two items must match correctly, and also match the NT account of the user otherwise access is denied. This provides a “3-factor” method of authentication.
Once logged in with their Identity, the system informs the user of their account / password status and provides a quick list of action options such as “change password”, “unlock account”, “reset password”. The user then performs the needed action and leaves the portal. 
Even if the user’s account is locked out or their password is expired, they can still access the portal securely via their Identity login and unlock their locked account or expired password (or both).

Case 2: User does not have an Identity on the Web Portal:

A new domain user visits the Password Reset PRO web portal, enters their domain NT account name on the portal entry page and hits “GO”. They are prompted to enter their current domain NT password and authenticate to the domain using native NT logon security. Once the user’s domain username and password is authenticated by the domain, the portal guides the user to the “Identity Wizard” to set up their web portal Identity login. The user will choose a memorable image and type a memorable matching word for the image. After Identity setup is complete the user is guided to a list of account / password action options. The web portal also informs the user of their account / password status and what actions must be taken next.
Note: 
If the user does not have an Identity established on the web portal, and tries to access the web portal with a locked account, disabled account or expired password, they are denied access and diverted to a ‘contact an admin’ page, on which the user can enter their contact info and a message. The user’s logged activity, remote IP and the message with contact info is sent to an admin email address of the administrator’s choosing. It is therefore important to inform users to visit the portal and set up their Identity as soon as Password Reset PRO is deployed within your user environment. Once all of your password expiring users have created Identities on the web portal, the burden is no longer upon IT staff to service expired passwords or locked out accounts. Nice! 

More details will be provided on installation / operation / features / pricing prior to beta release. 

Interested in becoming a Reseller of SysOp Tools products? Ask about our Reseller program and get started today!

