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ERROR MESSAGE TROUBLESHOOTING GUIDE
This guide covers common error messages found in Password Reset PRO.
Please read this guide completely to help resolve any immediate issues. 
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About Error Reporting and Messages

Password Reset PRO contains intuitive error messaging and reporting alerts to help the IT administrator determine the cause of any problems with Password Reset PRO. 
We’ve listed common error messages you (or your users) may see in the Web Portal or software configuration settings. 

Additional errors and events are logged to the Windows Application Event Log on the Master Service Server and on the Web Portal Server. When contacting us for support, please make sure to note all error messages encountered. 
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Web Portal Error Messages 
Some or all domain user accounts give you an error message of “unlicensed” or other authentication error when you attempt to login to the Web Portal

After installation & configuration of Password Reset PRO is complete, the first time the Master Service starts it must build a list of all your “licensed domain user accounts” within Active Directory.  If you have an unlimited user license for a domain or OU that contains more than 5,000 users, this process may take 2 minutes or more to complete depending on your server hardware, network speed and latency between the Master Service server and your domain controller.  Wait several minutes and try again, or monitor the Windows Event Log on the Master Service server looking for Password Reset PRO event ID 1042, which will be written when the process completes.

Tech Notes for Newly Created and Other Domain User Accounts: 

Domain User Account Cache: After the first time the Master Service completes its cache build of your licensed domain user accounts, subsequent Master Service restarts will load the user list from a cached file and will complete within seconds.  

Creating New Domain User Accounts: Users that have been newly added to your domain will not be available until the Master Service refreshes its cache of your domain user accounts (5 hours by default). These new users will not be able to log in to the Web Portal until they are found by the Master Service. To speed up this process for your new users, click the “Refresh” button in the Master Configuration Settings application, then wait for a few minutes for the refresh to complete.

What is a Licensed Domain User? All enabled domain user objects that expire the password via domain password policy and are allowed to log in to the domain are “Licensed” by Password Reset PRO, and allowed to use the Web Portal.

Which User Accounts Cannot Use the Web Portal? Disabled accounts, non-password-expiring accounts, expired logon date and expired logon hours accounts, system accounts and accounts specified in the Ban List are not able to log in to the Web Portal. Attempts to log in to the Web Portal with these accounts will provide a generic, non-descriptive error. Continued login attempts will route the unauthorized user to a “Contact Admin” page with a web-based form they can use to send a help request email to IT. All activity is logged.
“Invalid URI:  The hostname could not be parsed”
Check that the ‘Master Service IP Address’ in the Web Portal Settings is properly set to the IP address and port of the Master Service server, and that you have saved your settings.  The root cause is a missing registry key setting “PortalRemotingTargetIP” or “PortalRemotingTargetPort” in “HKEY_LOCAL_MACHINE\SOFTWARE\SysopTools\RST\Web”.  Saving your configuration settings creates this registry key setting and remedies the issue.

“Your new password did not meet the complexity requirements of your organization”
This error is shown to the Web Portal user when changing or resetting their domain password. It indicates that the desired new domain password does not meet one or more of the Password Policy complexity settings of the domain as defined in your domain Group Policy.  
Tech Note for Password Policy Settings: 

Windows Active Directory does not differentiate which exact Password Policy setting has failed, thus it may sometimes be difficult to determine which exact policy setting failure has caused this error message to display for the Web Portal user.  Please note that if the ‘Minimum password age’ setting in your domain password policy is greater than zero, the user will always receive this error if they have already changed their domain password once today.

“Your Session has expired due to inactivity.  Please log in again.”
This message indicates that your logged-in session in the Web Portal has expired. This will happen if you leave yourself logged in to the Web Portal and let the page sit idle for a long period of time.  The user will need to re-authenticate to the Portal. 

Tech Note for IIS: 

If the IIS Application Pool that the Web Portal is running under recycles for any reason, users currently logged in to the Web Portal may also receive this message. 

Application pools recycle on their own when certain source files, such as machine.config or web.config are manually changed, if an IIS website throws an unhandled exception, or if an IIS Reset occurs.

“Error Authenticating User – Failure Sending Mail: Unable to connect to the remote server.”

This message indicates that something is preventing SMTP communication from the Master Service to your mail relay server. Check the Master Service configuration SMTP settings and use the “test” button to check connectivity. You must have your SMTP settings configured correctly for proper operation of Password Reset PRO’s Web Portal. 

Tech Note- Antivirus Software Blocks SMTP Communication: 

Antivirus software such as Trend Micro and MacAfee have a built in “anti-mailworm” feature that automatically blocks any running process from sending email on port 25. You may need to set an exclusion in the Antivirus software’s rule settings for all .exe files located in the “\Program Files\SysOp Tools\Password Reset PRO” directory on the server where you installed the Master Service.  Refer to your antivirus software documentation for instructions on setting .exe exclusion rules for the anti-mailworm feature.
Configuration Error Messages

Web Portal Configuration-  The ‘Launch Portal’ link is disabled 

If the Launch Portal link is displayed but is not clickable, this indicates that the Master Service IP address has not been entered and/or saved.  Once a valid Master Service IP address has been saved, the link will become available.
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Web Portal Configuration- Uploading a header image gives me an error message
If you receive the following error, ensure that your image is less than 150KB, and within the dimensions of the stated width and height.  To override the size limitations, you may manually edit the HTML in the Header Image field where these limitations are not enforced. 
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Tech Note on Selecting a Header Image: 
We DO NOT recommend using an image larger than the max width / height as your image will be automatically cut off to the max width / height shown in the error message. In addition, your image should be MUCH SMALLER in size than 150k. It typically should be about 20k. If you use a large image file that is 150k or greater it may cause your Web Portal to load pages for users very slowly. 

Also keep in mind that transparent PNG files do not render transparency well in IE6. Use gif format instead to maintain small file size and transparency for IE6 users.

Web Portal Configuration- Failed to Connect to Password Reset PRO Master Service at xxx.xxx.xxx.xxx

The Web Portal server failed to connect to the Master Service server.  Check that the Master Service windows service is running.  Check that the ‘Master Service IP Address’ in the Web Portal Settings application is properly set to the IP address and port of the server running the Master Service.  Verify that the ‘Service Port of Master Service Server’ in the Master Service Configuration application matches the port set in the Web Portal Settings tool. If you are running everything on the same server, make sure the IP’s in both configuration applications are set to 127.0.0.1 (Localhost).

Web Portal Configuration - You changed the Header Image or Web Footer Text in the Settings but it doesn’t appear to do anything on the Web Portal.
The header image and footer text are “cached” by the Web Portal for 5 minutes.  Please wait up to 5 minutes for your header image or footer text to appear.  
Tech Note on Cache Refresh in the Web Portal:

To force a Web Portal cache refresh, you may recycle the IIS Application Pool under which the site runs in IIS Manager, or perform an IIS Reset – However this is not advised as it will also reset any active user Web Portal sessions.

Web Portal Configuration - Unauthorized Client Endpoint xxx.xxx.xxx.xxx

This indicates that the Master Service server has not been configured to allow access from the IP address for the Web Portal server.  Verify that the IP address of the Web Portal server has been set (and saved) in the Master Service Configuration under “Network and Service Settings ( Web Portal IP Address”.  Only authorized Web Portals (Client End Points) are allowed to connect to the internal Master Service. This helps ensure perimeter security.

Tech Note on Web Portal Security:

If you have trouble determining the proper IP address to use for your Web Portal server, you can click ‘Test Connection’ in the Web Portal Settings application and it will show you the IP address visible to the Master Service (“End Point” is your Web servers IP).
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Master Service Configuration – SMTP Server Failure: Unable to Connect to SMTP Server at xxx.xxx.xxx.xxx
This message indicates that something is preventing SMTP communication from the Master Service to your mail relay server. Check that the hostname or IP was entered correctly, then use the “test” button to check connectivity. You must have your SMTP settings configured correctly for proper operation of Password Reset PRO’s Web Portal. 

Tech Note-  Antivirus Software Causes SMTP Blocking: 

Antivirus software such as Trend Micro and MacAfee have a built in “anti-mailworm” feature that automatically blocks any running server processes from sending email on port 25. You may need to set an exclusion in the Antivirus software’s rule settings for all .exe files located in the “\Program Files\SysOp Tools\Password Reset PRO” directory. Refer to your antivirus software documentation for instructions on setting exclusion rules for the anti-mailworm feature. 
(Screenshot of MacAfee Antivirus “Anti Mailworm” rule settings under “Access Protection”. Other Antivirus software will be similar)
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Tech Note- Exchange Mail Relay Security Settings 

Typically, Exchange Virtual SMTP Server is set to only allow SMTP relay connection from specific IP’s.  Make sure the Virtual SMTP Server in Exchange is set to “allow connection” and “allow relay” from the server IP where Password Reset PRO’s Master Service is installed. You do not need to include the IP of any external Web Portal servers since the Web Portal does not send email.
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