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This guide covers the new features and settings available in the current version 2.1 of Account Manager.

Read this guide completely to ensure a trouble-free installation and understanding of advanced features. 
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About Account Manager for Active Directory
The Account Manager password reset and account management tool for Active Directory is an easy to use Active Directory management application that runs locally on a Windows-based workstation or server under the credentials of the logged-on user. No installation is required. The user interface is very simple, but the logic and operational features within the software are very powerful. 

Account Manager allows IT staff to quickly:

· Change or reset a user domain password, including option to set flag for "must change on next login"

· Unlock a locked domain user account

· Disable / enable a user account
· Verify user identity during a help desk call prior to performing actions
· Export searched user data for further distribution  
The primary purpose of this tool is to allow your help desk staff to quickly and securely handle common daily user account and password related tasks without having to provide access to an Active Directory MMC console and maintain a level of activity logging for audit purposes. Account Manager also provides help desk staff the ability to verify identity of a call-in user requests by showing data from up to four AD fields for the user account.  Account Manager works in any 2000, 2003, 2008, 2008R2 domain and can be used on a specific OU, group, or the entire domain. Account Manager version 2.1 now supports 2008 Active Directory password policy objects, displays the exact status of the searched user’s password and account, ad provides an export path to save captured search data to file.  Accessing multiple domains and/or multiple specific OUs within the application is supported, and has been verified functional in domains of 100,000+ user objects.

Rights to perform specific actions within Account Manager are controlled by the user’s logon and your standard AD group policies / delegations as appropriate for your environment. Using typical delegated rights, you can allow your IT staff to perform some or all of the available actions in Account Manager. All activities performed by the Account Manager tool are logged to the local computer’s event log for auditing, or the output can be redirected to a central Syslog server.

If you use our Password Reset PRO Self Service portal software, there is also an included feature to quickly reset a user’s self service enrollment profile. 
If you use our Password Reminder PRO notification software, you can automatically manage a user in Account Manager by right clicking any user in the Reminder PRO Report Console (Account Manager must be accessible from same computer).  

** Super Quick Setup – Super Short Version **

1. To configure Account Manager settings and add license keys the very first time, you must either 'run as' an administrator on UAC-enabled operating systems (Vista / Win7 / 2008), or be logged on with administrative rights on non-UAC operating systems (XP / 2003). 

2. Right-click and “run as administrator”, enter settings / key, save, quit the exe by right clicking the tray icon > “Quit”. 
3. Re-launch the executable and it will run under normal user rights and not allow access to change the settings unless the logged on user can obtain admin rights on the machine.
4. To change settings again on a UAC operating system, quit the executable in the systray and then re-run the executable “as administrator”.  To change the settings again on a non-UAC operating system, log on as administrator or re-launch the exe using the “run as..“ > administrator option.

5. Please read the rest of this guide- It is very informative and will cover 99.9% of common questions.

Next Page - Software Requirements >>

Software Requirements and Necessary Rights for Using Account Manager 
1. Software must run on a domain member server or workstation (2000, 2003, 2008, 2008R2, XP, Vista, Windows 7)
2. Environment must have a functional Active Directory 2000, 2003, 2008, 2008R2
3. User accounts with no UPN (userPrincipalName) configured under the user properties cannot be searched with Account Manager (such as domain\administrator, domain\guest, krbtgt, $, IWAM). This is for security purposes.
4. User accounts identified by the userAccountControl AD attribute as System Accounts or Domain Forest Trust Accounts cannot be searched with Account Manager. This is for security purposes.
5. Runs automatically as x86 on 32-bit OS and x64 on 64-bit OS. A 50k user domain will use 100mb of memory.
6. Microsoft .NET Framework 2.0 with latest service packs must be installed on the computer. .NET 2.0 is different than .NET 3.5 or .NET 1.1 and all versions can be installed on the same computer at the same time.
7. Account Manager runs under the logged on rights of the user on the machine and uses the logged on user's domain credentials and assigned domain rights to perform password resets, account unlocks, etc.

a. User must have local administrator rights on the computer to configure the software. On UAC-enabled operating systems, Account Manager must be run “As Administrator” to access configuration settings.
1. For users who are not local administrators on their computer, the software settings can be configured by an administrator by doing a “run as”, save, quit. All standard users can then fully use Account Manager without ability to modify settings.

b. Logged on users using Account Manager must have appropriate delegated rights in domain to perform some or all available Account Manager functions. By default, the built-in Active Directory group “Domain Admins” has all necessary rights to use all features available in Account Manager. 

8. Granular Rights Delegation (optional) - Use the Active Directory rights delegation wizard to restrict specific Account Manager activities to your IT staff members as appropriate.  For example, you may not want your IT staff to disable / enable user accounts, but you do want them to be able to reset domain passwords and unlock domain user accounts. See end of this guide for more information on domain rights and delegation settings.
9. Account Manager is installed "Per Machine" and stores its configuration settings under HKey_Local_Machine in the registry.  All user logon profiles on the computer will use the same configuration settings.

Review the end of this guide for information on specific rights required by Account Manager and using delegation. Please note that using Active Directory delegation assumes that you have an understanding of the rights delegation model. Should you need further guidance on rights delegation beyond the instructions contained in this document, please contact Microsoft Support.
Operation / Initial Configuration
No installation is required, and Account Manager can be run from a UNC path or Terminal Server. To run Account Manager simply run the AccountManager.exe executable file “as Administrator”, then open the Configuration screen by right-clicking the systray icon > "Register" or "Configuration".  When the configuration screen appears, insert license key first, then make your required setting changes, then save and close configuration screen.  
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TIP: Your license key MUST be created for the EXACT domain name as shown in Active Directory Users and Computers otherwise Account Manager will not find your user account objects. Root domain keys will not show user objects in Child domains, you must also have one or more license keys for those Child domains as well. Account Manager supports multiple domain / child domain keys. Our Support Team can create one or more specific OU keys for you if required.
Account Manager - Configuration Screen Settings
Configurations and license keys for Account Manager are stored locally in the registry under "HKLM\Software\SysOpTools\AccountManager".  This makes it easy to export the AccountManager reg key for distribution to multiple help desk staff or admin staff once you have configured your first running instance. Import your saved reg key and run the Account Manager executable, that's it.  Our Support Team can create specific OU license keys for you if necessary, as shown in the example below:
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Configuration Settings Fields: 

Registration Key field:

Account Manager requires one or more valid registration keys in order to function. Enter your registration key into the top box via copy / paste. Key status is shown once you click “Add Key”. You can enter multiple keys for multiple domains by copy / pasting more keys and clicking "Add Key".  

License keys must be created for the exact domain that the software will be used in otherwise Account Manager will fail to find your user objects. For example, if your internal domain is “companyxyz.local”, your key must be created for companyxyz.local.  Similar for child domains, the key must be created for that exact child domain (child.companyxyz.local). Root keys do not display child domain user accounts. 

If you would like to restrict scope of the application’s use to only a subset of your AD users, our support team can issue you individual OU-based registration keys. With an OU-based key, only user accounts in and under the specified OU can be found.
Licensed Domain / OU list view:
Account Manager shows all license keys in this view list.  To remove a key, click the red X to right of any key.

Select Logging Mode:

Account Manager logs all activities performed through the application. You may choose to log all activities to the local Windows application event logs, or send all activities to a central Syslog server. Choose the appropriate option. If using a Syslog server, enter the IP addresses of your Syslog servers. Separate multiple IP entries with a semi-colon.
User Identity Assurance Field Selections:

When a user calls IT for assistance, IT staff must have some method of verifying that user’s identity. By selecting additional information fields from the AD user account properties under this option, the results will be displayed in the main Account Manager screen when looking up the user’s domain account. IT staff can then ask the user to validate their identity against the displayed information.  The pick lists for each field will display all available AD schema user attributes.

TIP: To jump to a section in the schema field pick list, type in the first letter of the desired attribute. Attributes are listed in alphabetical order.

Password Reset PRO Enrollment Option:

If you are using our Password Reset PRO self service portal software, enable this option to be able to quickly reset a user’s enrolled self service portal profile. Resetting a user’s enrolled profile deletes it from the self service system, and the user must then re-enroll in the self service portal. Only use this action if a user has forgotten their self service portal login and you are running one or more Web Portals in "Profile Enrollment Mode".

After selecting your preferred configuration options, click “Save” to commit the changes.
Optionally Hiding the Account Enable / Disable Buttons in Account Manager:

In some situations you may want to completely hide the account Enable / Disable buttons in the main Account Manager screen. If the staff member does not have rights to disable / enable accounts, Account Manager will not let them do so. However, you may wish to hide these buttons anyway. This is very easy to do by editing the values of two registry settings keys located at ‘HKLM\Software\Sysoptools\Account Manager’.  
Change the values from “True” to “False” (Case Senstive). You can change one, or both.
[image: image5.png]REG 52
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ

True
sysoptools.net
<icenses>

True
True




Next Page - Account Manager Main Activity Screen >>

Account Manager - Main Activity Screen
Launch the main activity screen by double clicking the systray icon or clicking "Account Manager" in the systray icon context menu. After main activity screen appears, wait for load to complete (indicated by loading icon in top left of main screen), and then type a user's NT Account name in the "username" field to look up.  

TIP: If you close the Account Manager main screen or configuration screen the program remains running. You can reopen it by double-clicking the systray icon or right-clicking the Systray icon and selecting “Account Manager” or "Configuration.
TIP: To quit Account Manager, right-click the systray icon and choose "Quit".

TIP: If you would like to have Account Manager automatically run when Windows starts, create a shortcut to the AccountManager.exe file and place the shortcut in the Startup folder of the Windows Start Menu.
Using the Main Activity Screen

Account Manager builds a dynamic list in memory of all user account objects in the domain when the main activity screen is launched. If you have a large domain (50k or more users), the initial launch could take up to 2 minutes. Once the list of user accounts is loaded, searching for users is dynamic and very fast. 

Account Manager automatically filters out "sensitive" user accounts from search results such as those missing UPNs or having a “SystemAccount” userAccountControl attribute in AD (Domain\Administrator, Domain\Guest, Krbtgt., IWAM, IUSR, System Accounts, Interdomain Forest Trust Accounts, $).  This is for security purposes. Essentially, only your SAMnormal enabled or disabled user accounts in AD are available for searching with Account Manager (UAC=0x200). 
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Understanding the Activity Screen Information Fields

The ‘Select Domain To Search’ list:

This drop list displays available domains provided by your license keys. The domain shown in list is the domain set as the user search target domain. If you have more than one domain key inserted in the software, click this list to change the domain search focus for user objects.  If you only have one licensed domain key, no drop list option will be available. 

Note there will be a delay whenever you change domains this list since Account Manager needs to cache the user objects to memory.  This same action applies if you have been issued multiple OU keys within the same domain.
NOTE:  If you add user accounts to AD while running Account Manager, you MUST click the "Refresh" button or minimize / maximize Account Manager to reflect the changes in AD. Account Manager caches user accounts to memory while the main screen is viewed, if you make user account additions you must let Account Manager cache the new objects added.

The ‘User Account Name’ Field:

Type in the user’s NT Account name that you would like to look up in Active Directory.  For example, if the user’s name is “Mary User”, you would type in muser or mary.user depending on your particular domain account naming convention. The lookup is in “real time”, so as soon as the user’s NT Account name is completely typed into the Username field, the current status is shown automatically under “User Account Status”. There is no “GO” button required to execute the user lookup search. If you have multiple DCs in the domain please read the next item carefully.
The ‘Domain Controller’ List:

By default, Account Manager searches the Root DSE or primary DC of the selected domain to perform user lookups and write actions. In distributed environments, performing an account unlock against the user’s local DC ensures that the user’s account is immediately unlocked and available. To use a specific DC, after the main refresh completes click the Domain Controller list and select the DC in this list before looking up a specific user. Or, select the DC after looking up the user. With a specific DC selected in the list, the password reset / unlock / enable or disable actions are performed directly to that DC. You can also do a consistency check of data for a user against all DCs by searching the user and then selecting different DCs to see if the data shown is consistent. An example of finding a consistency issue is when one DC is showing a locked user account but another DC shows the same account as not locked out- A common issue in 2003 domains.
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SECRET TIP: Double-click the "Domain Controller” title text to open a detail box showing all DCs in domain and their IPs.

NOTE:  If you unlock a user account against the Root DSE and the user is located in a remote office that has their own local DCs across a WAN link, there may be up to a 15 minute delay before the Root DSE replicates the unlocked account information to the user’s local DC. Always select the remote user's local DC if possible from the Domain Controller list before doing an account unlock.
The Password Status and Account Status display fields:

The Account Status field shows current status of the searched user’s NT account logon. 

Account Status display options: “Account Status: [value]”  where [value] can equal -> [Never Expires]  [Expires in xx Days]   [Expires in 1 Day]   [Expires Today]   [Locked Out]   [Expired Logon]   [Disabled]
The Password Status field shows current status of the searched user’s NT account password, and adds support for 2008 AD new password policy object features (PSO’s). If the searched user is a member of a PSO-applied policy group or has a PSO applied to it directly, status will display the applied effective user password policy on the user object instead of the default domain password policy. If the user is a member of multiple PSO groups, the PSO with the highest precedence in AD will be applied and displayed.
Password Status display options: “Password Status: [value]”  where [value] can equal -> [Expires in xx Days]  [Expires in 1 Day]   [Expires Today]   [Never Expires]   [Expired]   [Temporary, Expired]
Important Note: If the domain password policy is turned off, or is enabled and set to “0” for the maxPasswordAge setting, or if the flag is set for ‘password never expires’ on the user account, the password status will display as “[Never Expires]”. If the password is a temporary password (must change on next logon) and is also set with ‘password never expires’, it will show as “[Never Expires]”.
For both display fields above, if the user logon and password status are in a valid state the display result will be in green. If the searched user’s logon or password is in an invalid state the display result will be in red.

General and Extended User Information fields:

Common Active Directory user information fields are displayed in the upper portion of the main activity screen such as “Full Name”, “Title”, “Department” and “Manager”. These information fields are fixed and cannot be changed. They will display information as saved in Active Directory for the user account and the fields are ‘read only’. If there is no information in AD for the fields, they will display “unknown” or simply be blank.
Towards the bottom of the main screen, you can view up to four additional AD information fields of your choice. These additional extended information fields are configurable through the configuration screen, and you can choose any information fields available in the schema under user account AD properties. This feature is very helpful for identifying / verifying users when they call in for a password reset or account unlock.  
When a user account is looked up in the main screen, all of the AD info fields will populate with data. If the configured fields are blank in AD under the user account, no information will be displayed for that field. 
The Available Action Buttons for Reset, Unlock, Enable / Disable:

With Account Manager, you can unlock a user’s domain account, reset a user’s domain password or enable / disable an account as long as your domain logon security rights permit you to do so.  Account Manager does NOT override domain rights delegations and security policies, and works to enforce them. If you try to perform an action on a user account and do not have necessary rights in AD, the operation will be halted and logged.  

Dynamic Nature:  Only the applicable actions will be available in Account Manager when looking up a user’s domain account. For example, if the user was enrolled in the Password Reset PRO Self Service portal with an active profile, the “Reset Password Reset PRO Enrollment” button would be active instead of grayed out. Similarly, if the user’s account were locked out, the “Unlock” button would be available and not grayed out. This gives you a quick visual indicator of the user account status. If a button is grayed out, it means that action does not apply to the looked up user account.

Resetting a Password: When you reset a user’s domain password through Account Manager, the flag for “Must Change Password at Next Logon” is automatically set in Active Directory. When the user who’s password was reset logs on to a domain workstation or logs into the Password Reset PRO self service portal, the user is prompted to create a new permanent domain password. The "must change on next logon" option can be turned off prior to resetting a user's password if needed.
Unlocking an Account: If the user’s account is locked out you can select the Unlock option. Similarly, to disable or enable a user account click the appropriate button.

The “Save User Info” option:

With Account Manager, you can export a user’s searched data in a neat, simple format for distribution. All content displayed on the screen for the user will be saved to a text file.
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To use, search a user object and display the results. Click the “Save User Info” link at top. A file save dialogue appears.
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The file name is automatically generated by combining the searched user’s nt account name + the domain name. Example, if the user’s NT account name is “tuser1” and the domain name is “foo.com”, then the resulting file name will be “tuser1.foo.com.txt”.  You can of course rename the file before saving if you wish.

TIP: Clicking “Save User Info” will capture the specific data from a selected DC in the “Domain Controllers” list to file, and is indicated by including the name of the domain controller in the file name.  Example, if the user’s NT account name is “tuser1” and the DC is “sysopdc1” and the domain is “sysoptools.net”, the file name will be “tuser1.sysopdc1.sysoptools.net”. This is a great way to compare user data across individual DCs and save results to separate files.
Example of a saved user export file:
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Please be sure to read the next section on software requirements and necessary delegation rights in the domain

Security Rights Delegation and Account Manager
You must allow your help desk / IT staff appropriate rights in the domain to perform password resets and other activities in Account Manager. The below information is provided to get you started with setting up appropriate rights delegations. We would advise using this section as a guide only, as it primarily outlines common rights required by our software in a default domain. Your domain policies and internal security practices may be set up differently. 

Example of using the Windows Delegation Wizard to assign rights to a user group:

In the example below we have used the Windows Delegation Wizard at the domain root level assign rights to a security group called “HelpDeskITStaff”.  Permissions were applied to User Objects in the domain and allow members of the security group to unlock accounts / reset passwords / reset the self service enrollments without needing to be members of the Domain Admins group.
Delegating AD Permissions with the Active Directory Wizard:

Open Active Directory Users and Computers, right click the domain.com and select “Delegate..” to launch the Wizard
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Now scroll through and check the following boxes (per your requirement) within the listed attributes:
    Read All Properties   

             (Required to see all AD user properties)
    Change Password    

             (Required to change a user’s password)

    Reset Password      

             (Required to reset a user’s password)

    Read and write Account Restrictions   (Required for setting “Must change password at next logon”)

    Write altSecurityIdentities 
             (Required to reset a user’s Self Service enrolled profile)

    Write lockoutTime    

             (Required to unlock a user account)

    Write userAccountControl                    (Required to enable / disable a user account)
Click “Next”, review the result screen and click “Finish” to complete the Delegation Wizard.  

Result:
You chose to delegate control of objects

in the following:

    sysoptools.net
The groups, users, or computers to which you

have given control are:

   HelpDeskITStaff   (SYSOPTOOLS/HelpDeskITStaff)           
They have the following permissions:

    Read All Properties   

             (Required to see all AD user properties)
    Change Password    

             (Required to change a user’s password)

    Reset Password      

             (Required to reset a user’s password)

    Read and write Account Restrictions   (Required for setting “Must change password at next logon”)

    Write altSecurityIdentities 
             (Required to reset a user’s Self Service enrolled profile)

    Write lockoutTime    

             (Required to unlock a user account)

    Write userAccountControl  
             (Required to enable / disable a user account)

For the following object types:

    User
** When you finish with the Delegation Wizard, the results screen must look like above. If it does not, you missed something and you must go back and add it in by re-running the Wizard and selecting the missing permissions. It is OK if you do not want to include all permissions, just be advised that those specific features within Account Manager will not work for members of the delegated permission group.
Using Account Manager with Protected AD User Accounts (Members of Domain Admins, etc):

1) If you want IT help desk staff to be able to use Account Manager for unlocking accounts / resetting passwords on protected AD user accounts, you must ensure that the same permissions above work on user accounts that are members of protected Active Directory security groups (Domain Admins, etc).  You must run the following additional commands in Active Directory to assign appropriate permissions to the AdminSDHolder object:

dsacls CN=AdminSDHolder,CN=System,DC=domain,DC=com /G DOMAIN\HelpDeskITStaff:RP

dsacls CN=AdminSDHolder,CN=System,DC=domain,DC=com /G DOMAIN\HelpDeskITStaff:CA;"Change Password"

dsacls CN=AdminSDHolder,CN=System,DC=domain,DC=com /G DOMAIN\HelpDeskITStaff:CA;"Reset Password"
dsacls CN=AdminSDHolder,CN=System,DC=domain,DC=com /G DOMAIN\HelpDeskITStaff:CA;"Read and write Account Restrictions"

dsacls CN=AdminSDHolder,CN=System,DC=domain,DC=com /G DOMAIN\HelpDeskITStaff:WP;altSecurityIdentities

dsacls CN=AdminSDHolder,CN=System,DC=domain,DC=com /G DOMAIN\HelpDeskITStaff:WP;lockoutTime
dsacls CN=AdminSDHolder,CN=System,DC=domain,DC=com /G DOMAIN\HelpDeskITStaff:WP;userAccountControl

Note that the “Read All Properties” permission assignment above is actually redundant. By default, the “Authenticated Users” built-in group has been granted this same permission.  The explicit permission assignment above is provided for clarity and as a fail-safe in the event this default permission assignment is removed or modified.
**Read the next section on AdminSDHolder if you are not familiar with the above commands!
More on AdminSDHolder: Using DsAcls commands to modify protected AD accounts.
Symptom

Usually you will delegate permissions in Active Directory using the built-in Delegation Wizard tool. Delegating permissions allows you to grant specific permissions to an application, user or group of users while maintaining a good degree of AD security. Example, you may want a group of help desk staff to be able to reset passwords and unlock accounts on all user objects in the domain, but you do not want to add these help desk users to the Domain Admins AD group and give them more rights than necessary. In this situation, delegating specific permissions is the perfect choice and this is ideal for the majority of domain environments. 

However, after delegating the proper permissions to your group of help desk staff, you may find these delegated permissions don't apply to all user accounts (e.g. a delegated help desk admin is able to change the password for most users, but not on others), or that the delegated permissions are being reset/lost on some of the user accounts. If you look at the advanced security permissions on one of the “problem” user accounts you'll find that the accounts’ security-descriptor is set not to inherit permissions from parent objects. If you set the security-descriptor to inherit permissions again, you'll see that this will be reset after a while. If you try and configure permissions directly on the problem user account these added permissions will be reset after a while as well.

Reason

Active Directory protects certain user accounts from inheriting delegated permissions, and enforces this via a regular security policy check every 15-20 minutes across the domain. This protection behavior applies to direct and nested members of the following “protected” AD security-groups:

Windows 2000 SP3:

Enterprise Admins 

Schema Admins 

Domain Admins 

Administrators 

Windows 2000 SP4 and Windows Server 2003 / 2008 also includes the following additional groups: 

Account Operators 

Server Operators 

Print Operators 

Backup Operators 

Cert Publishers 

The domain built-in accounts “Administrator” and “krbtgt” are also protected accounts.

Why are these accounts “protected”?
Delegating AD permissions is usually used to give a degree of administrative rights to regular user-accounts (e.g. help desk staff), and to implement administrative roles like Site-Administrator. These staff users might be assigned to reset passwords, deactivate accounts or other tasks as part of their primary job function. The AdminSdHolder-Thread assures that such delegated administrative roles do not have more permissions than needed and are not able to compromise any privileged (protected) user accounts, such as members of the Domain Admins group.

How are these privileged accounts protected by AD?
The AdminSdHolder/Ds Propagator thread modifies all user accounts which are a direct or nested member of one of the above listed groups, and increases the attribute “adminCount” to a value higher than 0. This thread runs once an hour on the Domain Controller holding the PDC-Emulator role. The thread further resets the security-descriptor of those accounts with the default permissions for administrative accounts which is defined by the security-descriptor of the object cn=AdminSdHolder,cn=System,dc=yourdomain,dc=com. This also resets the flag to disable inheritance of parent objects.

Active Directory-enabled applications and delegated Site Admins (via the AD Delegation Wizard) should be able to change any regular user domain account, but all administrative user accounts (e.g. Domain Admin accounts) are protected by AdminSDHolder. This protects an Administrator from possible errors or malicious acts coming from delegated administrators, and the Administrator is further protected against viruses/worms when surfing the web/reading e-mail. 
Why are some of my accounts showing as “protected” even though they are not members of any of the protected AD groups- How do I fix this? 
Users which were removed from one of the protected groups (or their nested groups) do not automatically re-inherit permissions from parent objects. This situation is quite common if you had at one time placed accounts in one of the protected AD groups, then later on removed them. You can fix these accounts individually by opening each user account’s properties in ADSIEDIT and setting the attribute “adminCount” to a value of “0”.  Then, open the Security tab on the user’s account properties in ADUC, click the Advanced button, and check the box to ‘inherit permissions from parent…’.  Give AD a bit to sync up, and you should then see the issue resolved.
What if I need to grant delegation rights for my protected AD accounts? 

You could use a central Domain Admin account for running AD-integrated applications, and place all IT staff in the Domain Admins group. This would be a quick solution, but should be avoided whenever possible. It is quite easy to delegate proper permissions to IT staff, groups or AD-integrated applications that allow write / change permissions to only the attributes they need to access. Use the standard delegation model whenever possible to protect your AD. 
Remember, the standard delegation model will not allow delegated rights to modify user accounts that are members of protected AD groups, and that is typically a good thing! 
If it is absolutely necessary to allow an application, user or group of users to make changes to protected AD accounts, you can change the default permissions on AdminSDHolder to reflect the task needs of those applications, users or groups. You can easily do this by modifying the permissions on cn=AdminSdHolder,cn=System,dc=yourdomain,dc=com. This can be accomplished using ADSIEdit.msc or DsAcls.exe.  DsAcls is a command line tool for modifying AD-permissions, which every administrator who delegates rights in AD should be familiar with. Be sure to test in advance which attributes of which account objects are being modified by the application. Make sure to document your changes!
What else is important to know?

· Usually you should avoid using administrative logon accounts for daily routine tasks. Use a regular user-level account for domain login, and start administrative applications (such as Active Directory Users and Computers) with your administrative account credentials via RunAs, Context-Menu, or Open with….

· AdminSdHolder also applies permissions to accounts which are nested members through distribution groups. E.g. if User1 is a member of the distribution group “Server IT Staff”, which is a member of account operators, then User1 is considered one of the protected domain user accounts (since the distribution group could be converted to a security group).
· Use the command “whoami” to see what privileges and groups that a logged on user has. Type “whoami /?” at a command prompt to see all command options.  Be aware that the command “whoami /all” does show nested security group memberships, but not nested distribution group memberships.
· Usually you should avoid nesting distribution groups within one of the above listed protected groups. 
· **Users which were at one time a member of a protected group (or their nested groups), then removed, do not automatically re-inherit permissions from parent objects. You must open the Security tab on the user’s account properties, click the Advanced button, and check the box to ‘inherit permissions from parent…’. You may also need to open the user account properties in ADSIEDIT and set “adminCount” to “0”.
· If you have many accounts which are protected by the AdminSdHolder/DS Propagation-Thread, you might notice that the lsass-process on the Domain Controller holding the PDC-Emulator raises to 100% once an hour. Therefore you should avoid putting loads of users in the protected groups, and rather use delegated administration whenever possible. 
· Depending on your need you might want to remove Backup Operators, Printer Operators, Server Operators or Account Operators out of the AdminSdHolder protection. You can get a Hot fix at Microsoft PSS which allows you to configure this. See the following KB for more information on that: http://support.microsoft.com?id=817433  

             More Information: http://search.microsoft.com/search/results.aspx?qa=adminsdholder+admincount 
Launching Account Manager from the Command Line / Advanced Use

Account Manager contains special command syntax that can be called within a script or when creating an application shortcut.  Example, you may want to locate the Account Manager executable on the C: drive of a shared Terminal Server that is accessed by several remotely-located help desk staff members, or, place the executable on a remote network share that is accessed by help desk staff via a shortcut on their desktop.

Using command line syntax:

· "C:\accountmanager.exe -m"

· Resulting action: Will launch Account Manager and auto-maximize the Main Screen UI, and set search focus to the last domain searched by the software. 

· "C:\accountmanager.exe [licensed domain]"

· Resulting action: Will launch Account Manager and set search focus to the exact licensed domain specified in [licensed domain]. Example, "C:\accountmanager.exe yourdomain.local"   This is handy if you have multiple domain license keys inserted into Account Manager and wish to auto-launch the software with search focus set to a specific licensed domain. 

· Please note that it is possible to launch multiple, side by side instances of Account Manager using the command method only. This will allow you to have two Main Screen interfaces open and simultaneously search two different licensed domains if your logged on user account has access to those domains. 
· You cannot run multiple instances by double clicking the exe directly.
· Be careful though as incorrect use of command line launching could end up with many instances running and take up too much computer memory. You can tell how many instances of Account Manager are running by looking at the number of tray icons are in the system tray [image: image1.png]SySOpTOOlS" Software




                , or opening Task Manager and looking for instances of accountmanager.exe. 
Performance Considerations When Using Account Manager Remotely over VPN, etc. 

Account Manager makes an initial call to LDAP when the Main Screen UI is opened, and loads a copy of all AD user names into memory. It also does an auto refresh whenever the minimized UI is called back to maximized view. 

If you are running Account Manager on a remote VPN connected computer, have a large domain and / or a somewhat slow VPN connection into your Active Directory, it could take a while for the initial loading operation to complete. Once the loading operation is complete the individual user lookups will be relatively quick, but you may also notice some delay. This is due to an additional query back to AD to fetch the user's password and account status, and information for the on screen Active Directory data fields. 
If you feel that the performance of Account Manager is too slow over a remote VPN connection, you may wish to place Account Manager on a local domain server or workstation located directly on your domain LAN and simply VPN to that internal server. 

Account Manager has been tested and verified for multi-user operation within Citrix and other Terminal Server environments.

Mass Deployment of Account Manager to Help Desk / Admin Workstations
As of release v2.1.32 and later, the Account Manager executable is designed to run in the context of standard user (No UAC prompt). This version is ideal for handing out to jr. admins or tier1 help desk staff who may not have rights to log on to their computers as administrators, and allows you to enforce software settings and not allow changes to the settings.  
To mass deploy Account Manager perform the following steps:

1. Run Account Manager locally as Administrator the first time. Insert license, configure settings, save changes.
2. Open the computer registry to “HKLM\Software\Sysoptools\Account Manager”
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3. Export the Account Manager registry key and save as “accountmanager.reg”
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4. Distribute and merge reg key with registry of all workstations / servers that will use Account Manager
5. Distribute the Account Manager executable to the same computers, or, host the executable on a network share. When the executable is run, it will run pre-configured due to the imported registry key settings. Easy!
6. In order to make further changes to local workstation settings of Account Manager, the executable must be quit (right click the tray icon and choose “Quit”), and then re-launched by right-clicking accountmanager.exe and choosing “run as” > administrator.  On UAC-enabled operating systems, you must right click and choose “Run as Administrator”. After making changes, save and quit the exe, and the re-run under the standard user’s credentials.
7. TIP: Instead of distributing the executable to all workstations, simply host the executable on a network file share and have all workstations access it via a desktop shortcut. This makes it easy to update the main executable as new versions are released.  
Logging and Event IDs reported by Account Manager

Account Manager logs all activities by default to the local machine’s Windows Application Event log. Optionally, the settings can be configured to sent all events to a central Syslog server.

Make sure that your logged on users have machine rights in the registry to write to the event log, otherwise Account Manager will present an error on initial operation. 

It is common in Citrix / Terminal Server environments to restrict user rights and remove this ability. Account Manager runs under the context of the logged on user’s rights, so, the logged on user’s rights must allow writing to the Windows Application Event log. If you do not want to log events or grant the appropriate rights, then simply set the Account Manager settings for logging to “syslog” and enter a bogus IP address. This will prevent any logging from being written to the event log. 
Events reported to the Windows Application event log will show as follows:  “sysoptools\tuser1 has failed attempting to disable account for: ruser1”  
ALL ACTIONS LOGGED BY ACCOUNT MANAGER:

Event IDs for Account Manager actions reported to the Windows Application Event Log will Display:

                Disable account =  eventId 0;

                Enable account = eventId 1;

                Reset password = eventId 2;

                Unlock account = eventId 3;

                Clear Self Service enrollment = eventId 4;
<<END>>
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